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Computer SCIences Class 10 Security of computers
Securlty of compl'IterS Class 11 Introduction of artificial intelligence

})f Chia_Feng LU Eiﬁ l Class 12 Introduction and practice of ChatGPT
Department Of Biomedical Image And Class 13 Applications of ChatGPT

© ? RadIOIOglcal Sciences, NYCU Q Class 14 Using ChatGPT as a critical thinker
(g Ext. 67308
alvin4016@nycu.edu.tw Class 15 (12/9) Group preparation for final report
Class 16 (12/16) Final Report & Discussion
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& Computer Security
@)

* Information Security & Computer Virus

* Personal Information Security

Information Security
& Computer Virus

Types of virus and real cases

Please download handouts from (Week 12)
http://cflu.lab.nycu.edu.tw/CFLu_course_CompSci.html
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& Information Security
@)

Physical Security

* Security and control of the building and its surroundings.

* Proper maintenance of the network lines or power lines.

Data Security

* Data integrity and privacy; preventing damage from intruders.

Program Security

* Performance, quality control, debugging and legality of software.
System Security

* Normal operation of computers/networks; user education and training.
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Common Information Security Issues

* Monitoring and misuse of personal information
* Websites use cookies as small text files to track user behavior.
* Number of visits, pages visited, and products purchased.

Cookie:
; Facebook
H H datr=tdnZT0t21HOTpRkRZS -6t jKP;
* Phishing A& 8 openid peioiousond; Q
. . " i . . . act=1311234574586%2F0; >
* Fake emails and websites as "bait" to leak private information, Bl :E
. e . . 'ocale=en_US;

plant viruses, corrupt systems, or steal sensitive information.  u-gerzeneatibjozsea; )
1sd=IkRql; N
.\

reg_fb_gate=httpX3A%2F
%ZFww«AfncebookA:ow&ZFindexphp%!Flh’BDbeﬁdZeMﬂ'
WZ3n_VN7xwiBvUn;

reg_fb_ref=http¥3A%2F

%2Fwww . facebook . corté2Findex. php¥3F1h¥3Dbfoed2e54 t
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* Wiretapping #8875 12
* Improperly capturing packets from the Internet
* Hacking attacks B2 E K&

* Paralysis of service attacks, mail bombs, server vulnerabilities,
and Trojan horses.
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1& Nature of Information Security

No Eggs Can Remain Unbroken When The Nest Is Upset
BEZTERD

* Overall information security is built on a
series of interlocking protection mechanisms.

* An attacker only needs to find the weakest
link in the chain to completely disrupt the
entire protection mechanism.
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Common Types of Computer Virus

* Trojan horse/botnet (KN E/i=EAAE): 45%
* Opens a backdoor, allowing the remote manipulation to steal accounts, data,
and even use webcams.
* The infected computer becomes a botnet for the controller, sending a large
number of spam packets to paralyze the attack target.
* Computer worm (¥ £25%5%5): 25%
* Aself-replicating program that executes junk code to greatly reduce the
efficiency of the computer's operation and usage.
* Macro virus (BE£®E): 15%
* Embedded in documents or inserted as malicious code into word-processing
programs.
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& Signs of an Infected Computer

* Slow start up and slow performance

* Suspicious hard drive activity

* Lack of storage space/memory capacity/missing files
* Crashes/restart/error messages

* Unexpected pop-up windows

* High network activity

* Email is hijacked
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Scan your computer with anti-virus software¥

BRRIRERBREE 2018.10.3
200 5 _20 17! Ra n So mwa re https://blciﬁendmlcro com.tw/?p=57054

(BR"S)
* File encryption and ransom demand

* "Your files have been encrypted by me. If you really care about
these data, | suggest you don't waste your precious time looking
for a solution that doesn't exist! "

* 2015 FBI: "Suggesting victims pay up”

causes controversy...
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enforcement agencies
* Massachusetts police department Paid $750 in Ransom in 2013.

& Ransomware continues to challenge law

* The lllinois police department paid $500 in 2015.
* Dickson County (Tenn.) sheriff's office paid $572 in 2015.

* Lincoln County (Maine) sheriff's office and four rural police
stations paid approximately $300 in ransom payments in 2015.

* The Alabama police department was attacked in June 2015 and
refused to pay the $500 ransom, instead giving up the encrypted
files.
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2017, WannaCry/wcry $600 bitcoin

Ooops, your files have been encrypted!

BAOREEH T (TR 2
" R —LEEXHRENERET
* The first ransomware

worm with mass
spreading and
extortion benefits

HHMET , HETHREERTH,

®E, BERMOBERS,
XAEEIFIE 2

Payment will be raised on

* WNCRY extensions are
used to encrypt files,
targeting a total of 176
extensions, including
Microsoft Office,
databases,
compressed files,
multimedia files and
extensions commonly
used in programming
languages.

B8 RIERL, BTRERNBOEE,

s&sm <Decrypt> #3E,

Your files will be lost on

BB,
EE #iﬁ’lulﬁliﬁﬁiﬁﬁ
HRTH .
FIFIRZAMHER, A7 = fﬁﬁ?kuﬁf"
BE, —ERFEZARMR, 883
$#7., BT

1/8/1970 08:00:00

ACCEPTED HERE

Check Payment

BA. BA. X8, BEC. “iﬁ WM. exeXf4F, RPHARUY

—RXERIAAHEHEA, SRR ESHRE G GE, K
HBEXBRT ETRREEILXE,

1/411970 08:00:00 =
Time Left R o RRGEARMGBERBIT GERE, KUARER, 6
018 1 F 2 m W IR RS
HELURBRE— LN, FERL,

HRERENE, ERTE, HEMREREE

EERT
i, H¥ELERENROBA, SHEHARKE,

[Chive oisons I

HRETE

RET #R
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2017, WannaCry/wcry

Originating from phishing lures users to

S—
)

=
download malware from Dropbox URL neret)

WannaCry$) 232 -
f@E#HE (Deutsche Bahn )
el

f2ENHS
NHSIETE16RBEx - 45HR AH#WannaCryBIE .

Z=ENissanfifESunderland#9;58 T
B RC) CGV

sz”ﬂFE}?E‘r A29,372(E B EEILE -

B (KBUT)
WannaCry B .« 8

EANTHEBEMNER .

Target OS : Microsoft Windows

WEANEFEREWannaCry 9 RHER - HEETAZIHE
AET . HEFABSA1TEEEZWannaCryBIEe -

BB FHTHBEEVH -
F8C) CGVEF BrtomRS RRRMEEE - A50MMBEWannaCry A 2T#H -

EEL G APN-N

» S9OREREZ WannaCryBE -

- BBLANBRY RS TE -

bEBSandouvilletd TR - BPICERE TEERRNEFRHR

B A EREWannaCry$) EHE - Y
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Attacks Continue to Occur

ié?ié%ﬁ%lﬁzﬁﬂ’ﬁj}%%ﬁ% F ColdLock |
CMMEBEERERE

2020/0s/1 CEXERER

- hRYBREZER

https: //buzzorange com/techorange/2020/05/11/coldlock-
ransor - 7 & . 5 =
HERSEHET | EXEXREEEEEENERS

newtalk | BBEY £

I

2275 2020.06.14 1 10:38
M4E PR - B1EMaze ~ WannaRenfE AL EHRFFEE - £26 - HA - R
SIS KE - BERERET - WERBURENEBITREN fﬁxtltﬁﬁiﬂé ¥R

ERUHIMNIBHERN WA BEREENETALERS  URAETESNEIRUREN
BRRH - TR AR -

/;QHWP//CFLUM(p\S:U/EMEWtaIk.tw/news/view/202006l 4/420741
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Four Symptoms of Ransomware Infection

* Unidentified external connections/links

* Strange file extensions start to appear under each directory,
e.g..crypt, .ECC, .AAA, XXX, .ZZZ, etc.

* Ransom Note files (ransom payment instruction files) or
shortcuts everywhere

* Strange shortcuts in browser toolbar

2024/11/4
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Steps to Deal With Ransomware Infection

* Disconnect the network immediately to avoid encrypting files on
network drives or shared directories.

* Power off the computer immediately: The purpose of powering
off the computer is to prevent the ransomware virus from
continuing to encrypt the files on the computer.

* Backup your data regularly.
* Don't pay!
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* Keep the computer and report to the Information Security Center. &g
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Personal Information Security

Ten Tips for Information Security
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1. Be aware of strangers

* If an unknown person moves in or out of the dormitory or N
research and teaching area, the management should be notified § A
to check the situation.

* Even if you know the person, you should ask him/her the reason
for entering or leaving the area that is not his/her area.

* Prevent illegal damage and theft of devices.

i
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* Using the human relationships to steal data

* Ex: This is the XXX center, we suspect that you are stealing other people's
data and perform hacking attacks, please provide your account name and
password immediately for the subsequent process.

1& 2. Be careful with social engineering
@)

* Pay special attention to the email
* Sender's name.

* Even if the email is from the same unit or someone you know, pay
attention to the subject and content if it is unusual.

* Do not open links and attachments casually.
* Use the spam filter.
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3. Log out or automatic lock

f e es

* You should log out or shut down your

computer before leaving it for a long
* Prevent data theft

[

* Prevent theft of accounts

SHRURE©S)

* Avoid network attack EEL) 2) [l (PR ]
HRW): 55 s Vaansd BREARER)
* It is recommended to set up a screen -
saver and lock it automatically. — -
[
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* Don't stick your personal account password on your
laptop or screen.

Q 4. Protect sensitive data
)
@]

* Don't put sensitive documents (account passwords,
identity documents, financial and research data) on
l your desktop.

* No emailing of sensitive data.

5. Data sharing permissions

* Keep sensitive data separate from shared data

* Set a password and the appropriate permissions (read/write)
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IK\} 6. Password setting should be solid
@)

. . L 196
* Passwords must be | %% |20 %X 20 3 | SIANE |
= o . +10 # = sk e
changed regularly | %% | FE | EIOERE e
. A Ik
* Disable Guest 4 0 0 Lorss | 13048
Py N
anonymous 5 0 10548 | 185 | 22 heF
l Account 6 |s0ms| 6% | 22% | 348A
7 |22 08| 9% AfEA 23 %
7 . PXHAKRIRE AT 8§ | 24X | 105E@A | 17% | 2287%
. sy 9 [21188] 3264 | ss1& | 21%9000
: 3
- N-GEY  STTHENDE
TR 10 | 454 | 1159 & [45838 % | 2100% # |
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7. Remote backup of important data

* Prevent important data or devices from being lost or
maliciously locked.

* It is recommended to backup on different devices, but it is
also necessary to confirm the security of these devices.
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updates

* Hackers often use vulnerabilities to break into computers

Q 8. Operating system and application
!
@)

* Operating system or application design problems
* Regular updates to the operating system or applications

l \0) S eSS Tk
18 # CEN1 @ES

B\, 4.2MB
Sl 2 @38
E9WSE » 2430
M8
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9. Anti-virus software

* Install well-known anti-virus software (free versions are usually
available)

* Update virus code regularly

* Keep up to date with the latest virus information
* Newspapers and magazines
* Anti-virus software vendors
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IK\} 10. Be careful when browsing the Internet

* Do not browse unknown websites, click on links or download

© unknown files.
* Do not install software that has not been verified as secure or
authorized.
l * Check for privacy policies when providing personal information.
o * Make sure there is encryption when conducting online

transactions.

* Cookies automatically record Internet browsing and input data,
j so avoid using public computers.
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THE END

ALVIN40T16@NYCU.EDU.TW

j/o HTTP://CFLU.LAB.NYCU.EDU.TW 2024/11/4




